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TROUBLESHOOTING GUIDE

Secured Internet at Edge in schools for

BYO AND SCHOOL-OWNED NON-WINDOWS
(PERSONAL) DEVICES

This troubleshooting guide is designed to be used in conjunction with the quick
reference guide (QRG) for personal BYO devices.

The diagram below shows successful operation of a BYOD or school-owned non-
Windows devices in a school with the Internet at Edge connection.

Edge Firewall

User PC

User
1. PC OS5 hoots and acquires from DHCP server:
- IP address, netmask and gateway
- DMS server address 10.254.254.254 (Edge Firewall)
- DHCP Ciption 252 (WRAD - Weh Proxy Auto-
detection)

2. User unlocks/ logsin to hisPC
3. User launches web browser

4, Web Browser discovers the Internet connection:

- GP policy directs Internet connection to use Edge Firewall intercepts DNS request for
http:/fpac.det.nsw.edu.au/fib/proxy. pac via pac.det.nsw.edu.au and directs the user to
<Autom atically detect settingss setting ** OR I@E PACfile servers 153.107.132,11/153.107.133.11
<Use automatic configuration script> setting ** instead of
- proxy.pac file, downloaded by browser when at | @E non-@E PACTile servers 10.7,126,120/10.7,127.120

site, instructs the system to use DIRECT connection

5, Client navigatesto detnsw.net

6. Edge Firewall redirects the user to Auth page

7. Client authenticates using his

“first.|last@detnsw  credentials
8. Edge Firewall validates user credentials and records
user details

9, Edge Firewall redirects the user to the go.det.win
landing page

10. detnsw.net page acknowledges the user
iz authorized to access DoE Internet at Edge
11, User accesses an URL

12, Weh Browser [or a non-hrowser application)

initistes direct connection (no proxy] to the Internet

resource 13, Firewall verifies the connection against

the DoE security and weh filtering policies

** As applicable to the device paltform - Enables the connection if permitted
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The troubleshooting steps for school-owned Windows devices fall into the following

main stages:

Know what a blocked page l00KS [IKE .......ccccuveeieieeiiiieee ettt e 2
Validate Internet at Edge user identification .........ccooiie e 4
Validate IP and ProXy SELHINES ...eeeei i e e e e e e rrar e e e e e e arraee e e e annees 7
Know what a blocked page looks like
In an Internet at Edge site, a blocked page will show different for HTTP and HTTPS URLs.
If you navigate to an unsecured (HTTP) internet site, you may see one of the following results:
Site contents: You are already Enjoy your browsing ©
= .
® Eornplvaman n =% | authenticated to the
& C {t @ MNotsecure | example.ory ¥ e H Internet at Edge and
Hoapps R Bluecoat Reverse Pr.. 4 1DE » Other bookmarks authorised to View the
B page.
Example Domain
This domain is established to be used for illustrative examples in
documents. You may use this domain in examples without prior coordination
or asking for permission
ore information
Blocked site alert: You are authenticated | If you believe you should have
PYT———— =EL51 1 to the Internet at Edge | access to this page, let your
€ 5 C Y @ Motseaure| piratebaycom # @ : | but NOT authorised to | teacher know.
DOE INTERNET AT EDGE view the site.
Education
Blocked Site
The site piratebay.com/ is blocked. It has heen
classified in the categonyfies peer-to-peer.
To leave this page please use the Back browser
button or enter a new URL into the browser.
User: sstrijakov@central. det.win
URL: piratebay com/
Category: pesr-to-peer -
Internet at Edge login page: You are NOT Login with your DoE account.
& C @ https;//edgeportal.detnsw.edu.au:50¢ o & O 0 s ® & authentlcatEd tO the
NSV cducation _ : Internet at Edge. Mak h
DoE Login is Required to access the ake sure you use the same
Internet username format as:
You are required to identify yourself to enable access to the Internet. first | tname@detns
Log in with your DoE account Irstname.as W
in the form of firstname.lastname@detnsw
Example: john.doe7@detnsw . .
User | student7.9052@detnsw | Click Logln'
Password | seececece
=
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mailto:firstname.lastname@detnsw

If you navigate to a secured (HTTPS) internet site, you may see one of the following results:

Site contents:

G @ nttps//exampleorg/  ~ @ & || Sesrch, o~ 5@

(2 Example Domain L1

Example Domain

This domain is established to be used for illustrative examples in
documents. You may use this domain in examples without prior
coordination or asking for permission.

More information... \4

You are already
authenticated to
the Internet at
Edge and
authorised to
view the page.

Enjoy your browsing ©

This site can’t be reached:

L
@ cisco.com X +
&« C {t @ https//dsco.com T e
This site can't be reached
The connection was reset.
Try:
e Checking the connection
s Checking the proxy and the firewall
Running Windows Netwaork Diagnostics
Reload Details

You are
authenticated to
the Internet at
the Internet at
Edge, but NOT
authorised to
view the page.

Seeing this response may also mean
your network connection is not
working.

To verify if this page is blocked,
navigate to HTTP version of this URL.
For example, if you tried access
https://cisco,com, navigate to
http://cisco.com to see if page is
blocked.

Also check if the sites that you have
access to are working.

If you believe you should have access
to this page, let your teacher know.

“Your connection is not private” or “Your
connection is not secure” certificate
warning.

|Your connection is not private |

Attackers might be trying to steal your information from cisco.com (for example,

passwords, messages or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Advanced Back to safety

You are NOT
authenticated to
the Internet at
Edge.

Navigate to detnsw.net to
authenticate to Internet at Edge.

ralia & New Zealand X +
O - detnsw.ned

M & NSW DoE Secure Internet at Edge - detnsw.net

Edge connection:
Kerberos V5 Authentication Red! X +

X Y @ Motsecure | edgeportal.detnsweduwau.. ¥

Sign in

I http://edgeportal.det.nsw.edu.au:6080 I

Your connection to this site is not private

Username

Password

m =l

ralia & New Zealand X

0O =
0 =

If you come across this prompt, press cancel and navigate to detnsw.net to authenticate your Internet at

+

detnsw.neﬂ

NSW DaoF Secure Internet at Fdge - detnsw.net

NSW Department of Education | QRG — Secured Internet at the Edge — TROUBLESHOOTING GUIDE FOR PERSONAL BYO DEVICES

Page 3 of 13



https://cisco,com/
http://cisco.com/

Validate Internet at Edge User Identification

INSTRUCTIONS

SCREENSHOT | CLARIFICATION

The user will need to authenticate to the
Internet at Edge firewall in order to access
the internet.

To authenticate, user needs to navigate to
detnsw.net in the browser.

- detnsw, net|

W NSW http://detnsw.net/
X B, NSW Dok Secure Internet at Edge

If not already authenticated to the
Internet at Edge firewall, the user will be
prompted with the Internet at Edge
firewall captive portal log in with your DoE
account prompt.

Verify that the end user enters their
first.last@detnsw credentials. It is
important for the user to use @detnsw
suffix for successful internet access.

<« C & httpsiffed phps. o ©

2t apps B B Bluecoat Reverse Pr work [ & B @3 DofCloud X Subnets » ot

tal.det.n: du.aubo os @ M T

Wik

NSW | Education

Dok Login is Required to access the
Internet

You are required to idemtify yourself to enable access to the Internet.

Log in with your DoE account

in the form of firstname. lastname@detnsw

Exarmple: john.doe7@detnsw

User | |

Password ‘

Once successfully authenticated, the
Internet at Edge landing page,
detnsw.net, should look as shown (right).

Note: At this stage, if the user is NOT
presented with this landing page, call
EDConnect and ask that a ticket be
escalated to the Operations.T4L Centre,
stating that issue is Internet at Edge
firewall captive portal authentication
failure.

DOE INTERNET AT EDGE

Wik

NSW | Equcation

You have been authorised to use DoE Internet at
Edge access

“fou have heen authorised to use DoE Internet
at Edge access

“fou are nows able to browse the Internet and
use applications that require Internet
connectivity.

CLICK HERE

to start browsing
Please return and reload this page to verify Internet
your status if you experience interruption to your

Intemet service

To validate user identification, launch a
web browser and go to detnsw.net

W detnsw, net|

e NSW D http:f/detnsw.net/
X R, NSW Dok Secure Internet at Edge
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INSTRUCTIONS SCREENSHOT | CLARIFICATION

Click My Details button. B NSW Dol Seeure e X+ - 0o
< C' ® Not secure | detnsw.net Q. Y by O 0 s ® e
2 oaops B Bluecoat Reverse Pr Work # logout & |@ELand » Cther bookmarks

A
M}. DOE INTERNET AT EDGE

s.Nsw Education

You have been authorised to use DoE Internet
at Edge access

You have been authorised to use DoE CLICK HERE

Internet at Edge access. o start browsing

Internet
You are now able to browse the Internet and

use applications that require Internet
connectivity. My Details

Please return and reload this page to verify

Check if username shown is that of the

H J
logged in user. Check that the user’s group Welcome detnsw\lanseven.student
for Internet access is show and is correct. . Internet at Edge as
I detnswilanseven.student
To browse the Internet as
guraccess ta lnternet is for atp ga ed Ivl - a user other than
My Details page should show CP as school.all.year7 qu=executive groups,ou=state detnswilanseven.student,

K i wide,ou=schoo logout using the button
Authentication mode. networks,ou=_management, ou=schools,dc=detnsw below

Authentication mode

Timeout is 26247

The IP address of your computer is 10.181.193.136

If username is different from the user DOE INTERNET AT EDGE
using the device, click Logout button and NSW | Equcation

close the browser following the displayed
instructions You have succesfully logged out from Internet at Edge

Please close your browser to finish logout process:

Lau nCh a Web browser a nd go to iPad and iPhone: Double-tap the home button, swipe the browser window off the screen
Android: Tap the "Recents” (square) button, swipe the browser window off the screen
detnsw_ net to enter username an d MACs: Press Option, Command, and Esc (Escape) keys together; Select Safari and click "Force Quit"

password of the current user.

If user is not prompted for username and e B Jatnsw.net
password but instead, the Internet at Edge WeNSW D httpi/deinswnet/
landing page, detnsw.net, is shown, X @, NSW Dok Secure Intemet at Edge
please repeat the logout process carefully
following the instructions to close the € 3 C 8 e % O O = © T
browser, # apps Bluecoat Reverse P wok [ & [ @ DoECloud X Subnets » ot
If the same behaviour persists, , call Dok Login is Required to access the
EDConnect and ask that a ticket be et
escalated to the Operations.T4L Centre, Ve g e o Ty i enble s o s
stating that issue is Internet at Edge £og inwith your DoF account
logout function does not work. S s S
User | |
el
[ woan
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INSTRUCTIONS SCREENSHOT | CLARIFICATION

If user followed the logout process and
entered their username and password in
captive portal but still wrong username is
shown on the Details page, call EDConnect
and ask that a ticket be escalated to the
Operations.T4L Centre, stating that issue
is Wrong user name after Captive Portal
authenticationon

Otherwise, continue troubleshooting.

If group name on the Details page is not Welcome detnsw\lanseven.student

shown or is not correct for the user, call I.‘LmaMn.uclt Intemet at Edge as
EDConnect and ask that a ticket be e e e To browse the Inferet as
escalated to the Operations.T4L Centrer ri‘;‘x}:ciazisngq;::swl;=state 2;516;\»?\32?1;?5:n.student
Stating that issue is the Internet at Edge :lv;g)rtll(:,s:u:fmanagement,ou=schools,dc=detnsw I:ggg/t S
group mappingis not worklng. Authentication mode

Timeout is 26247
Otherwise, continue troubleshooting. The IP address of your computer is 10.181.193.136
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Validate IP and proxy settings

the internet.

Having incorrect proxy setting on unmanaged devices may prevent the user from successfully browsing

This section details instructions on how to verify proxy settings on unmanaged devices.

Apple iOS devices

Go to settings.

Settings l Wi-Fi
Select Wi-Fi. Airplane Mode
Wi-Fi m
Tap detnsw.
k2 Blustoath O Choose a Notwork...
.4 Cellular Data Con e Ul >
[T YES OPTUS v detnsw BT B
Scroll down and verify settings are as < Wi-Fi detnsw
shown. :
IP ADDRESS
IP Address 10 I
Subnet Mask 255,255 1
Router 10. .1
NS
Search Domains detnsw.win
Client ID
Renew Lease
HTTP PROXY
[ Off Manual Auto
URL

Reset network settings

When the school changes to Secured
Edge solution, the cached previous
configuration may prevent Apple iOS
device from connecting to Internet.
If this happens, reset your Network
Settings: Tap Settings > General >
Reset > Reset Network Settings.

Note: this also resets Wi-Fi networks
and passwords, cellular settings, and
VPN and APN settings that you've
used before. They need to be
configured again.

9:41

{ General

Reset All Settings

Erase All Content and Settings

— )
all 7 (-

| Reset Network Settingg
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MAC devices

Your connection to detnsw.net landing page may not work from older versions of Safari. If you can
navigate to detnsw.net using Chrome but cannot navigate to detnsw.net using Safari, please consider
upgrading Safari to at least version 12.0.1.

Select Open Network Preferences from
the Wi-Fi button.

Jemr-rtrer -7

Wi-Fi: Looking for Networks..
Turn Wi-Fi Off

. ,})

v detnsw

Join Other Network...
Create Network...
Open Network Preferences...

Select Advanced.

L] : Hatwars
Loeation: | fstomalic %]
[ Femail = St Connseosd Turn Wi-F OH
LR T e Trpper prepeiy 3

@ Bastosth Pk a pidem WITETIIDN

Ad -
i e Htork M chitien B
@ Phedne UBS I Bl Actomatizaly min s matwors

" sk o oA P TS

Thissii R Bridgs

® Bovrs mpramein ol bm foined oty

0 e A b v Sy
KTl A1 8 Semery

B0R T Defack Dot

Autharmizaes via EAP-SLAP (MGIHAPYS: 4
Cumw) Tovad: SELOT 21 /

1B Show Wi-Fi status in rmanu bar Al gircadl .

Select the Proxies tab.

Make sure the settings are as shown.

Click OK.

Network

{o+<» Ethernet

Select a protocol

Auto Proxy Diglio
Automatic Pros,

oo
3
o
-
3
z
=
I
®

Secure Web
FTP Proxy

SOCKS Proxy
Streaming Proxy (P
Gaopher Proxy

Password:

Exclude simple hostnames'

Bypass proxy settings for these Hosts &

Metwork

{:*=» Ethernet

TCR{IP  DNS  WINS

Select a protocol to configure: Proxy Configuration File

Auto Proxy Discovery

Automatic Proxy Configuration
7 Web Proxy (HTTP)

Secure Web Proxy (HTTPS)

FTPProxy 9

SOCKS Proxy

Streaming Proxy (RTS!

Gopher Proxy

URL: | http://pac.det.ns
If your network adm

enter it above.

Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:

g021x [NEEEIS Hardware |

A

2du.auffib/proxy.pac
tor provided you with the
address of an nutm ic proxy configuration [.pac) fil

8080
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Windows devices

The way to check/set proxy settings varies between Windows 7 and Windows 10.

Windows 10

Verify that your device is connected to
detnsw wireless SSID

If not, select detnsw SSID and connect
using your firstname.lasthame@detnsw
username and your network password

detnsw
Connected, secured

Properties

Disconnect

du
7 Nswe
Secured

Network & Internet settings

Char as making a connection metered.

@ b @)

Wi-Fi Airplane mode Mobile hotspot

P g = x

Start Internet Explorer and select Menu /
Settings.

New window

Scroll down to and click Advanced
settings.

Advanced settings

View advanced settings

Scroll down to and click Open proxy
settings.

Proxy setup

Open proxy settings

Verify the settings are as shown.

Proxy
Automatic proxy setup

Use a praxy server for Ethernet or Wi-Fi connections. The
don't apply to VPN connections.

Automatically detect settings

@ on

Use setup script
@D or

Script address

| X

Save

Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. The
don't apply to VPN connections.

Use a proxy server

@D or
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Windows 7

Verify that your device is connected to
detnsw wireless SSID.

If not, select detnsw SSID and connect
using your firstname.lasthame@detnsw
username and your network password

»

Currently connected to: 3 -

| det.win
b Internet access

F=2 Unidentified network
Mo network access

m

WiFi ~
Idetnsw I I Connected 1._“J
nswedu 1._“! =

_all

Open Network and Sharing Center

Start Internet Explorer and select Menu / - s
Internet Settings. fo <
Print
...... ]
About Internet Explorer
Then select Connections tab and click LAN Internet Options ? X

settings button.

General Security  Privacy Conterograms Advanced

To set up an Internet connection, did

Setup.

Local Area Metwork (LAN) settings —

LAN Settings do not apply to dial-up connections. |  LAM settings |

Choose Settings above for dial-up settings. E—

Verify the settings are as shown.

Local Area Metwork (LAMN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings

|:| |Use automatic configuration script

Address |

Proxy server

H lUse a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).
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Chromebooks

Click the panel at the bottom-right corner
of your Chrome OS desktop and select
Settings.

Or click menu > Settings in a Chrome
browser window.

Fri, Feb 10,2017

Click detnsw Wi-Fi network.

Settings About Chro

Internet connection

Wi-Fi network
& detnsw -

== Add connection

Allow proxies for shared networks

Click Proxy.
Click Automatic proxy configuration.
Click the Close button.

detnsw  -5GHz
Connected - Wi-Fi network

Connection Network

Direct Internet connection

< & Automatic proxy configuration >

Manual proxy configuration

Web Proxy Auto Discovery URL

Android devices 9.0 and

above
Open Settings. ns3 008 - © aca B24%
Tap Network and Internet. Q Search in Settings

u x

Add emergency information
Let first responders see your information

EI Battery Saver is on v
Network & Internet
Wi-Fi, Mobile, Data usage, Hotspot
Tap Wi-Fi 1154 MO O« - D ®acd @ 24%
& Network & Internet aQ ®

A Mabile network

Vardafone All
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Tap detnsw.

1154 MO« - O wicd B§23%

< Wi-Fi Q @

Use Wi-Fi

v detnsw o

Connected, no Internel

Tap Editicon.

1154 B OO - o wacd §23%

& WiFi aQ @

Use Wi-Fi

v detnsw o

Connected, no Internet

Tap Editicon.

1155 @@ V8 - © ®icd @23%
& Network details @ aQa @
' detnsw

Connected, no Internet

Forget

Scroll down to and tap Advanced
options.

1155 @@V 8 - © 404 023%

detnsw

Advanced options

Check that Proxy is set to Proxy
Auto-Config.

Proxy

None -

Manual

Proxy Auto-Config

-

Cancel

Android devices older than 9.0

Android devices older than Android 9.0 do not support proxy autoconfiguration.

Pre-existing manual proxy configuration to proxy.det.nsw.edu.au on port 8080 will continue to work.
To benefit from Internet at Edge solution, follow the same steps as described in ‘Android devices’, but

check that the proxy setting is set to None.

Roaming between Internet at Edge and non-Internet at Edge sites

As the proxy setting for majority of supported devices are to be set to Auto, no changes are required

when the same device is used in Internet at Edge and non-Internet at Edge sites.
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Web browsers

Operation of the Internet at Edge was successfully tested with the following browsers:

Internet Explorer
Google Chrome
Firefox

Safari 12.0.1

Need further assistance?
For technical support, call EDConnect 1300 32 32 32 or raise a ticket through the self-service portal
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https://servicemanagement.det.nsw.edu.au/kinetic/DisplayPage?name=Identify_Client&form=SelfService
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